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Emergency Management Principles and Practices for Healthcare Systems

Preface

This text, Emergency Management Principles and Practices for Healthcare Systems, was
developed by the Institute for Crisis, Disaster and Risk Management (ICDRM) at The George
Washington University, under contract to the Veterans Health Administration (VHA).! The
contract requested the identification and validation of emergency response and recovery
competencies for four job groups within health care organizations and the development of a
curriculum that included emergency management programs, incident management systems
and processes, and organizational learning strategies. While developed for the U.S.
Department of Veterans Affairs, the content is generic to all healthcare systems.

The curriculum provides a comprehensive approach to emergency management for all
healthcare systems. The authors recognize that the healthcare facilities operated by the
Veterans Health Administration are components of a national, integrated healthcare system
with operational and management realities that differ from the average healthcare
organization. Facilities operated by hospital chains, consortium facilities, for-profit
organizations, and many other types of healthcare organizations also exist in the U.S. The
authors believe that any uniqueness in any of these configurations is far surpassed by the
many elements common to all healthcare systems, and that the concepts of comprehensive
emergency management and the incident command system are important across all
healthcare system settings. This curriculum, therefore, should be useful to any agency or
organization involved with health care

A central focus for the curriculum is the “management” aspects of emergency management,
necessary for the adequate organizational resiliency to continue healthcare services despite
hazard impact and to achieve the needed medical surge for incident victims. This
management expertise must be accomplished by healthcare organizations both as individual
resources and as integrated participants in the larger emergency response community. To
meet these needs and make the text nationally applicable, it is based upon foundational
principles and practices of emergency management (EM). It also maintains a consistency with
the major tenets of the National Incident Management System (NIMS), which includes the
widely accepted principles of the Incident Command System (ICS).

Many healthcare personnel have learned about the Incident Command System through use of
the Hospital Emergency Incident Command System (HEICS). As the HEICS successor, the
revised Hospital Incident Command System (HICS), is released, users will notice its
consistency with the National Incident Management System (NIMS). The competencies and
curriculum developed in this project will contribute to understanding the process of incident
management by those using HICS, as well as provide the context for incorporating HICS/ICS

! The formal title of the contract is: “Emergency Management Academy: Development of a National Peer-
Reviewed Competency Framework for Selected Target Audiences; Instructional Outlines and Core Content for
the National Incident Management System for Health Care Systems and Organizational Learning Units,” RFQ
613-50-04, Department of Veterans Affairs, Medical Center — A&AMMS (613/90C), Martinsburg, W.V.

Unit 1. The Emergency Management Program X



Preface

into an Emergency Operations Plan. It extends beyond the incident response focus to
describe an effective, comprehensive emergency management program for individual
healthcare organizations.

The curriculum is framed by the concepts of Comprehensive Emergency Management®* and
its four phases: mitigation, preparedness, response and recovery. The inter-relationship
between activities in these phases is demonstrated throughout the text, using systems-based
principles from the science and practice of EM. The authors recognize that in the United
States, the terrorist attacks of 9-11 prompted a revitalized focus of attention on EM at all levels
of government and across the public and private sectors. Much forward progress has been
accomplished. Some of the resulting efforts, however, involve new EM interpretations and
extrapolations to fit the scenarios of mass terrorism and the needs of new departments,
agencies, and nongovernmental enterprises. This has created novel “industry applications” of
EM, with inconsistent terminology and concepts that vary significantly from EM’s foundational
concepts. In developing this text, the authors have adhered to longstanding, validated EM
concepts, principles, and terminology. An extensive glossary is included for this purpose.
Variations that have been prominently promulgated by governmental agencies and others as
authoritative standards, as research products, or as prominent publications are noted and
explained where appropriate.

ICS has been the accepted method for managing response and recovery activities within VHA
and a growing number of other healthcare organizations over the past decade. Recent
Presidential Directives* have reinforced this practice, mandating that the ICS presented in the
NIMS be adapted as the management operating system for all governmental and non-
governmental entities who may become involved in emergency response. NIMS/ICS is
therefore the conceptual basis for the emergency response and recovery competencies in this
curriculum, and heavily influences the overall EM Program as well. The authors strongly
believe that an operational understanding of both the organizational structure of ICS and its
functioning processes is critically important for healthcare system personnel, since ICS is the
compelling platform upon which healthcare organizations can integrate as a full partner with
community emergency response resources:

“NIMS provides a consistent, flexible and adjustable national framework within
which government and private entities at all levels can work together to manage
domestic incidents, regardless of their cause, size, location, or complexity.” °

% National Governor's Association. Comprehensive Emergency Management: A Governor’s Guide. Center for
Policy Research (NGA). Washington DC, 1979.

® Drabek TE, Hoetmer GJ (ed). Emergency Management: Principles and Practice for Local Government, (1991).
International City Management Association, Washington DC; pp. 18, 134-137.

* Homeland Security Presidential Decision-5 (HSPD-5) Management of Domestic Incidents and HSPD-8 National
Preparedness are available at http://www.whitehouse.gov/news/releases/2003/12/20031217-6.html, accessed
May 30, 2006.

> National Incident Management System (NIMS) Introduction and Overview, p 2, available at:
http://www.dhs.gov/interweb/assetlibrary/NIMS-90-web.pdf, accessed May 30, 2006.
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The widely disseminated versions of ICS currently available in the U.S., including that
presented in NIMS, are based upon the wildland fire model from FIRESCOPE® and NIIMS.’
Understanding and acceptance by the healthcare community of ICS concepts presented from
wildland fire resources has historically been problematic. It is important to recognize, however,
that NIMS intends ICS to be flexibly applied, as made clear in the following NIMS excerpt:

‘o Incident Commanders generally retain the flexibility to modify procedures or
organizational structure to align as necessary with the operating characteristics
of their specific jurisdictions or to accomplish the mission in the context of a
particular hazard scenario.”®

This document is an example of the flexible application of NIMS/ICS, with the adaptation
intended to ease understanding and therefore promote full use of ICS by healthcare
personnel. This includes conforming to the “management rather than command” tradition in
healthcare systems. At the same time, care has been taken to adhere closely to NIMS
terminology and process descriptions when presenting the healthcare system ICS. Where
deviations occur, the authors demonstrate these as flexible interpretations that remain
consistent with NIMS/ICS concepts and principles.

As requested by the VHA during project development, the authors have incorporated concepts
of applied incident management from their past research and publication efforts, including
Medical and Health Incident Management (MaHIM) System,® Medical Surge Capacity and
Capability (MSCC)* and a hospital emergency management handbook.'* The ICS-based
tiered strategy in MSCC that can coordinate the local, State, regional, Federal, and non-
governmental healthcare resources during emergency response and recovery has now been
adopted into the HHS Health Resources Services Administration (HRSA) 2006 guidance for
the National Bioterrorism Preparedness program®?. In addition, VHA’s internal Emergency

® FIRESCOPE (Flrefighting RESources of California Organized for Potential Emergencies) is a cooperative effort
involving all agencies with fire fighting responsibilities in California. This organization developed ICS and defined
its initial applications. Information is available at: http://www.firescope.org/, accessed May 30, 2006.

" National Interagency Incident Management System (NIIMS), under the U.S. Department of Agriculture/ Forest
Service, is “a system for responding to a wide range of emergencies... NIIMS includes five major subsystems,
which together provide a comprehensive approach to incident management. The subsystems and their functions
include: 1) Incident Command System (ICS): an on-scene structure of management-level positions suitable for
managing any incident....” Information is available at: http://www.fs.fed.us/fire/operations/niims.shtml, accessed
May 30, 2006.

8 National Incident Management System (NIMS) Chapter II: Command and Management, pp. 8-10, available at:
http://www.dhs.gov/interweb/assetlibrary/NIMS-90-web.pdf, accessed May 30, 2006.

? Medical and Health Incident Management (MaHIM) System is available under the “2002” heading at:
http://www.gwu.edu/~icdrm/publications/index.html, accessed December 21, 2006.

1% Medical Surge Capacity and Capability (MSCC): A Management Handbook for Integrating Medical and Health
Resources During Large-Scale Emergencies, available at http://www.hhs.gov/ophep/mscc_sept2004.pdf,
accessed May 30, 2006.

" Barbera JA, Macintyre AG. Jane’s hospital mass casualty handbook: hospital emergency preparedness and
response. Jane’s Information Group www.janes.com

2 HHS Health Resources Services Administration (HRSA) National Bioterrorism Preparedness program,
information available at: http://www.hrsa.gov/, accessed June 8, 2006.
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Management Program Guidebook,™® an extensive compendium of emergency management
tools, guides and processes, is cited as examples of applied EM practices throughout the text.
The authors have endeavored to present concepts and principles from the user perspective:
describing the organizational structure, management processes, and relevant knowledge,
skills and abilities necessary for effective response and recovery. The use of the ICS
construct, principles, and processes is extended beyond the tactical ‘scene’ management
described in NIMS, and presented as methodology to coordinate strategically across
disciplines, jurisdictions, levels of government, and the public-private interface.

As noted above, a critical concept presented in this text is the use of competencies, or the
description of skills, knowledge, and abilities that are measurable and demonstrable on the job
and needed by personnel to respond effectively and efficiently. Initial work by ICDRM for this
project established response and recovery competencies for specific job groups within a
healthcare system. The categories are “all employees” or core competencies, “patient care
providers,” “facility leaders,” and “emergency program managers”.** These are presented in
an appendix to this compendium. Competency-based instructional materials are increasingly
recognized as relevant and important to EM, as they provide a formal approach to establishing
adequate preparedness of an organization’s personnel. In fact, in well run EM systems,
“certification” is increasingly used to indicate qualification for a specific response position,
demonstrating that an individual possesses the defined competencies for that position. The
competency products provided in this compendium serve as groundwork for certification in
healthcare emergency response and recovery.

The text is not intended to be directly applied as educational or training material for every
worker in a healthcare system. Its length and level of detail prohibit this. Instead, it serves as
an educational and reference manual for emergency program managers that are developing
and conducting their organization’s EM program. In this manner, the text may be used as a
reference for developing and implementing the program itself, for developing education and
training, for planning and conducting exercises, for program evaluation, for after-action
performance-based assessment of the healthcare system EOP during exercises or actual
emergencies and disasters, and for achieving lasting program improvement through
organizational learning.

The text is organized into four units with subsections entitted modules. Each module is
composed of specific lessons with accompanying objectives. A fifth volume contains the
appendices, which include the extensive glossary of emergency management terms, a list of
acronyms, and the competency material described above. A summary of the units follows:

13 VHA Emergency Management Program Guidebook, 2005, available at:
http://www1.va.gov/emshg/page.cfim?pg=114, accessed June 6, 2006.

14 Barbera JA, Macintyre AG, Shaw G, Seefried S, Westerman L, DeCosmo S. VHA-EMA Emergency Response
and Recovery Competencies: Competency Survey, Analysis, and Report available at:
http://www.gwu.edu/~icdrm/publications/index.html, accessed June 6, 2006, and provided in Unit 5 of this

compendium.
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e Unit 1, “The Emergency Management Program” outlines the broad scope of successful
emergency management (EM) for healthcare facilities. The foundational concepts,
long-standing EM principles, and guiding documents for emergency management and
incident management are reviewed and their application to healthcare systems
presented. Healthcare personnel, particularly clinicians, have commonly thought of
their primary goal in emergencies and disasters as the ability to provide “surge” (used in
the traditional sense, this refers to the ability to care for increased numbers of patients).
In this Unit, this EM goal for healthcare systems is balanced with the goal of
organizational resiliency. Resiliency is a term more often used in business communities
and refers to the abilities of an organization to maintain its usual output of products and
services. In this curriculum, resiliency refers to ensuring continuity of patient care
services and certain business operations necessary to adequately provide for the safety
of patients, visitors and staff and for medical surge. Surge is further delineated in this
text as both surge capacity (increased numbers of patients) and surge capability (caring
for patients with unique requirements such as infected and contagious patients).

Unit 1 goes on to outline the specific attributes of a successful healthcare system EM
program. The construct of an emergency management committee as well as the
characteristics of an emergency program manager are discussed. Relevant material is
presented on how this EM program addresses organizational goals and missions as
well as how it interfaces with the day-to-day management of the organization. The
program’s activities are discussed in relation to the four phases of Comprehensive
Emergency Management (mitigation, preparedness, response, and recovery). The
central activity of conducting a Hazards Vulnerability Analysis (HVA) is discussed in
detail. The text provides an HVA methodology that develops hazard and vulnerability
information that can be applied with tangible benefits across the entire EM program.
Mitigation and preparedness actions based upon the HVA are described in ensuing
lessons. A suggested format is presented for the Emergency Operations Plan (EOP).
The EOP provides organization-wide guidance for response and recovery actions, as
well as serving as the guiding document for addressing the full range of critical
preparedness activities.

e Unit 2, “Incident Command System (ICS) and the Application of Strategic ICS
Principles,” lays the management foundation for healthcare system emergency
response and recovery. The traditional concepts and principles of ICS are outlined in a
manner that directly relates to healthcare systems. The organizational structure
presented by ICS (and consistent with NIMS) is explained. The inherent flexibility
emphasized by the original designers of ICS has been incorporated, differentiating this
text from many other educational materials that present ICS in a rigid format. Important
ICS methodologies, procedures, and processes are presented, including management
by objective. The critical role of incident action planning, how it is performed and what it
entails is discussed. Finally, this unit presents ICS principles applied in a context that
guides effective integration of an individual healthcare organization into the overall
response: within a local community, a State, an inter-state region, and the Federal
government response.

Unit 1. The Emergency Management Program Xiii
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Unit 3, “Healthcare System Emergency Response and Recovery,” provides more
specific and tailored instruction on the use of the EOP. This Unit demonstrates how
ICS becomes incorporated into the organization-specific EOP tool that guides
preparedness for, response to, and recovery from all hazards. Included in this
discussion are the types of tools that the system may wish to develop to further
enhance response and recovery performance (e.g., ICS forms adapted for healthcare
systems). Specific ICS functions are also detailed, but with the necessary adaptations
for healthcare organizations. An extensive Concept of Operations (CONOPS) is
presented that highlights important considerations that must be addressed through the
successive stages of an incident. These stages range from initial event recognition to
demobilization and transition to recovery. Important considerations for managing the
recovery of the organization are presented, utilizing ICS principles within the EOP.
Finally, how to address and incorporate hazard-specific issues into response and
recovery actions are outlined.

Unit 4, "Emergency Management Instruction, System Evaluation, and Organizational
Learning for Healthcare Systems,” completes the overall EM program with an in-depth
examination of important activities related to system implementation, evaluation, and
improvement. EM program instructional considerations are discussed, and distinctions
are made between related but different terms: education, training, drills, and exercises.
Concepts important to exercising the EOP and evaluating the EM program are
extensively developed. The text then emphasizes a process that establishes lasting
improvement to the EOP or the EM program itself, based upon the evaluation findings.
This “organizational learning” process, where the organization is the focus of the
“learning,” is differentiated from the usual “lessons learned” directed primarily at
individual participants in emergency response or recovery activities.

Where possible, the complex material in this text is presented with outlines, template steps,
and examples to assist with understanding and incorporating the valid EM concepts into the
EM practices of healthcare organizations.

Xiv
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Unit 1.

The Emergency Management
Program

Unit Summary

This unit presents the concepts of medical system
resiliency, medical surge capacity, medical surge capability,
and the necessary management components to achieve
them. The unit presents an overview of the importance of
emergency management, the foundational concepts and
principles that must be recognized, and the development
and conduct of a comprehensive emergency management
program.
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Introduction to Emergency Management for Healthcare
Systems



Emergency Management Principles and Practices for Healthcare Systems

Lesson 1.1.1 Medical Surge and Medical System Resiliency

Lesson objectives

e List the general characteristics of mass casualty and mass effect
events.

e Describe the issues associated with continuity of operations and
medical surge capacity and capability.

e Explain the importance of an established management process for
managing resiliency, surge capacity, and surge capability.

e Describe how NIMS creates a management template for emergency
response based on ICS principles.

Introduction

The attacks of September 11th, followed shortly by the anthrax
dissemination event in Florida, the National Capital Region (NCR), and
the New York metropolitan area, confirmed that the United States faces a
true threat of intentional mass casualty™ incidents caused by terrorism.
These events of 2001, coupled with the results of recent exercises
(TOPOFF exercises of 2000, 2003, and 2005, Dark Winter, and others),
and the very recent large-scale impact of Hurricane Katrina, have also
demonstrated that as a system, U.S. medical response is not adequately
prepared, resourced, or organized to efficiently manage mass casualty
incidents while approximating the usual standard of medical care. Severe
Acute Respiratory Syndrome (SARS),'® a re-examination of the 1918
Spanish Flu,*” and the current threat of emerging avian influenza
developing into a very contagious human disease all emphasize the
equally concerning threat from naturally occurring contagion.

1% «Casualty” refers to any human accessing health or medical services, including
mental health services and medical forensics/mortuary care (for fatalities), as a result of
a hazard impact.

!¢ Centers for Disease Control and Prevention. Severe Acute Respiratory Syndrome
(SARS): Basic Information about SARS (2005), available at:
http://www.cdc.gov/ncidod/sars/factsheet.htm, accessed May 16, 2006.

" Tumpey T.M., Basler C.F., Aguilar P.V. Characterization of the Reconstructed 1918
Spanish Influenza Pandemic Virus. Science (October 7, 2005), Vol. 310. no. 5745, pp.
77 —80.
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Lesson 1.1.1

Specific
terminology is
very important.
The acronym
“MCI” has
different
meanings,
including Mass
Casualty
Incident and
Multiple
Casualty
Incident, which
are very
different types
of events.

Terminology alert!

Mass casualty incident: A casualty-creating hazard impact
in which the available organizational and medical resources,
or their management systems, are severely challenged or
become insufficient to adequately meet the medical needs
of the affected population. Insufficient management,
response, or support capability or capacity can result in
increased morbidity and mortality among the impacted
population.  “Mass casualty” equates to a “disaster,”
whereas “multiple casualty incident” equates to an
‘emergency.”

Hurricane Katrina'® and other recent weather events (Houston floods of
2001," severe ice storms, and others) have demonstrated the “mass
effect” of hazards that can catastrophically disrupt the usual healthcare
system operations. Borrowing from contemporary terminology, these may
be described as “mass effect incidents” (see terminology textbox) to
differentiate them from the mass casualty incident.

Terminology alert!

Mass effect incident: A hazard impact that primarily affects
the ability of the organization to continue its usual
operations (in contrast to a mass casualty incident). For
healthcare systems, the usual medical care capability and
capacity can be compromised.

Examination of healthcare system response during mass casualty and
mass effect incidents in the United States demonstrate multiple recurrent
findings:

e Local response is primary: The initial response to any medical event

'® The Federal Response to Hurricane Katrina: Lessons Learned (2006); available at:
http://www.whitehouse.gov/reports/katrina-lessons-learned/letter.html, accessed May
16, 2006.

19 Chron.com (Houston Chronicle). The Great Flood of 2001, available at:
http://www.chron.com/content/chronicle/special/01/flood/index17.html, accessed May
17, 2006.

Unit 1. The Emergency Management Program



Emergency Management Principles and Practices for Healthcare Systems

will be almost entirely based upon locally available health and medical
organizations.

e Medical response is _complex: The response to a mass casualty
incident impacts an entire community and involves numerous diverse
medical and public health entities, including healthcare systems and
facilities, public health departments, emergency medical services,
medical laboratories, individual healthcare practitioners, and medical
support services.

e Coordinated response is essential: Effective healthcare system
response to major events usually requires support from public safety
agencies and other community response entities that aren’t normally
partnered with the community healthcare systems during everyday
operations.

e Bridging the “public-private divide”: Healthcare organizations have | The integration of
traditionally planned and responded to emergencies as individual | the Healthcare
entities. This has occurred in part because of legal, financial, and | Systems with the
logistical issues in planning and coordination between public agencies | |arger response
and primarily private healthcare entities: the public-private divide. | community has
Healthcare organizations have only recently begun to view themselves | peen and remains
as an integrated component of a larger response system. a significant

challenge.

e Public health as an essential partner: Public health departments are
not traditionally integrated with other community emergency response
operations, including the acute care medical and mental health
communities. They are an essential partner in any successful mass
casualty or mass effect healthcare response.

e The need for robust information processing: Medical issues in large-
scale incidents are rarely immediately clear, and complex information
must be collected from disparate sources, processed and analyzed
rapidly in order to determine the most appropriate course of action.
This requires a robust information management process that may
differ markedly from any used in healthcare systems everyday.

e The need for effective overall management: Medical response to mass
casualty incidents can be exceedingly complex, with many seemingly
diverse tasks. Responsibility for each of these actions can vary
significantly among organizations in different communities. Even
within a single healthcare system, actions must be accomplished that
require coordination between disparate operating units that don’'t work
together on a regular basis or under the stress of response. Despite
these challenges, all necessary functions must be adequately
addressed for a successful mass casualty or mass effect response.
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Lesson 1.1.1

Traditional
approaches to
Healthcare
System
preparedness
have focused
upon specific
(usually tactical)
issues as
opposed to
broader
management
challenges.

Few
management
systems have
been described
for integrating
the various
health and
medical
resources
during
emergency
response and
recovery.

Medical system resiliency: A major hazard impact that creates the
need for medical surge capacity and capability also is likely to impact
the normal functions of the everyday healthcare systems (i.e., some
degree of mass effect). Medical system resiliency is necessary for the
system to maintain its usual effectiveness and, at the same time, to
provide a reliably functioning platform upon which medical surge may
occur. Medical system resiliency is achieved by a combination of
mitigation measures and adequate emergency preparedness,
assuring continuity of healthcare system operations despite the
hazard impact.

The traditional approach to mass casualty incident preparedness has
focused primarily upon individual issues and problems. This approach
must be carefully re-examined and revised.

Individual and isolated planning is common: Disease surveillance,
patient tracking, rapid laboratory diagnostics, availability of
medications and immunizations, and many other identified issues are
being addressed individually in an effort to achieve adequate
preparedness for future mass casualty or unusual casualty events.

Anticipating future needs: A common focus for medical planners has
been on individual resource deficiencies that are anticipated in future
mass casualty incidents. Many of these efforts, however, do not start
by developing a valid understanding of the context, or environment, of
incident response. This context can be accomplished with careful
attention to the planning assumptions, and then incorporating the
assumptions into preparedness planning. For example, the resources
must function under hectic conditions, sketchy information, unreliable
communications, and other realities of extreme events. The individual
resource deficiencies are better understood when examined in
relationship to this emergency response environment.

Collective versus isolated planning: Careful examination of the vexing
issues in incident response suggests that they may be more
effectively solved through processes that involve many diverse
organizations, rather than addressing them in isolation by individual
enterprises. This can only be accomplished through a comprehensive
management structure and function.

Models for conducting comprehensive incident management:
Understanding a comprehensive health and medical management
system for major emergencies is problematic, since few published
mass casualty response plans, or response standards, exist as
examples of how to organize all health and medical response
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within a given jurisdiction. Additionally, few published medical and
health plans provide uniform management of response, including
integration across jurisdictional lines, levels of government, and
between the public and private sector. Other than the Medical and
Health Incident Management (MaHIM) System,? and Medical Surge
Capacity and Capability (MSCC),* few conceptual models exist that
describe:

o A comprehensive approach to managing the full range of health
and medical assets during mass casualty or other medical
incidents,

o Coordinating across intergovernmental, inter-jurisdictional, and
public-private boundaries.

The Veterans Health Administration (VHA) operates hospitals
and outpatient clinics across the country which are integral parts of their
community response systems as well as resources that are called upon to
support national response requirements. VHA recognized the importance
of an educational curriculum that explained the principles and practices
behind developing and implementing emergency management programs
for health and medical service delivery systems.

With few exceptions the majority of Federal, State, and local
preparedness programs have only recently begun to place visible priority
on establishing these comprehensive health and medical service delivery
emergency management systems.

The effects of this void are exacerbated by the negative impact of the
economic and political decisions that influence everyday capacity and
capabilities in existing healthcare systems.?*?* Hospital and emergency

% Barbera J.A., Macintyre A.G. Medical and Health Incident Management System: A
Comprehensive Functional System Description for Mass Casualty Medical Incident
Management. A report for the Alfred P Sloan Foundation (December 2002), available at
http://www.gwu.edu/~icdrm/, accessed January 11, 2006.

I Barbera J.A., Macintyre A.G. Medical Surge Capacity and Capability: A Management
System for Integrating Medical and Health Resources during Large-Scale Emergencies.
CNA Corporation under contract to the U.S. Department of Health and Human Services,
August 2004. Available at: http://www.hhs.gov/ophep/mscc_handbook.html, accessed
November 10, 2005.

2 Barbera, J. A., Macintyre, A.G., DeAtley, C.A. Ambulances to Nowhere: America's
Critical Shortfall in Medical Preparedness for Catastrophic Terrorism (October 2001).
BCSIA Discussion Paper 2001-15, ESDP Discussion Paper ESDP-2001-07, John F.
Kennedy School of Government, Harvard University. Available at
http://ksgnotesl.harvard.edu/BCSIA/ESDP.nsf/www/Research, accessed January 15,
2006.
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department closures, a shrinking base of community-based health
centers, and workforce problems, such as the national nursing shortage
are troublesome signs at a time when the perceived mass casualty risk is
increasing.

At the same time, it must be recognized that many high-quality, relatively
independent medical and health resources continue to exist in
communities across the U.S. History has demonstrated that in mass
casualty or other healthcare crises, medical personnel will generally
respond and earnestly try to address the perceived medical needs.

To overcome these deficiencies and maximize the positive interventions
of the disparate medical assets in a rapid, effective, and community-wide
manner, a well-defined and developed mass casualty response system
must be established. Within this response system, the otherwise
independent components: healthcare facilities, healthcare systems,
individual practitioners, clinical laboratories, and others, must be prepared
with a management ability to optimally respond individually and at the
same time participate effectively in the organized community-wide
response. This text presents the nationally accepted methods for
achieving this management target — the Incident Command System (ICS)
— and how its structure and processes are applied in the healthcare
system setting and to the larger response. It also presents a
comprehensive discussion of emergency management for healthcare
systems with the goal of establishing the prerequisites for optimal
performance during emergencies and disasters.

The myriad issues that a healthcare system faces during a major
emergency may be grouped into two broad categories: continuity of
operations (usual patient care services and business practices) and
medical surge capacity and capability to address the incident-specific
medical and psychological needs of the affected population.

Continuity of Operations and Medical System Resiliency
The effects of any hazard may severely impact the healthcare system

itself, creating the “mass effect” discussed earlier. This creates the
potential to disrupt normal medical care operations, at the same time that

23 American College of Emergency Physicians (ACEP). The National Report Card

on the State of Emergency Medicine: Evaluating the Environment of Emergency Care
Systems State by State (January 2006), available at
http://my.acep.org/site/DocServer/2006-NationalReportCard.pdf?doclD=221, accessed
May 17, 2006.
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an increase in general or specialized services is urgently needed.

e Primary business operations impact: Some hazard impacts may
generate very few actual casualties but may still have a very disruptive
impact to the healthcare system’s normal function.?*

e Organizational resiliency: The ability for the organization to optimally
survive an incident of mass effect is best described by the concept of
“organizational resiliency” (see terminology textbox).

Terminology alert!

Resiliency refers to the ability of an individual human or an
organization to quickly recover from change or misfortune. It
is commonly thought of as a “buoyancy” and an ability to
“bounce back.”?

e Importance of maintaining medical system operations: While some
elective and less-than-urgent medical services can be postponed or
transferred to alternate locations, the majority of everyday patient care
services must continue uninterrupted to avoid a significantly adverse
impact on the normal patient population. Examples of the range of
services that have severe consequences if disrupted include:

o Inpatient and outpatient dialysis.

o Urgent and emergent cardiac evaluations (stress tests, cardiac
catheterizations, and interventional services, such as bypass or
angioplasty and stent placement).

o Inpatient care for the severely infected (with regular community
acquired infections).

o Trauma resuscitation and care (non-incident related).

o Clinic and office visits (medical and psychiatric) as follow-up to
recent hospital discharge.

4 Associated Press. L.A. Hospital Computer System Breaks Down (4/22/03), available
at: http://www.nytimes.com/aponline/national/AP-Hospital-
Computer.html?ex=1052031482&ei=1&en=81912bc2fb1d6efl, accessed April 25, 2003.
% Adapted from Conner, Daryl R. Managing at the Speed of Change: How Resilient
Managers Succeed and Prosper Where Others Fail (1995). New York: Villard Books.
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o Access to and/or distribution of pharmaceuticals.

e Continuity of operations planning: To address this need to maintain
service, the healthcare system’s EM program must include effective
continuity planning (see terminology textbox), for both business and
service/product operations, across the four phases of emergency
management. This will both “harden” the organization against hazard
impact and prepare the organization to manage any impact as it
occurs.

Terminology alert!

Continuity Planning: An internal effort within an
organization to assure that the capability exists to continue
essential business and service functions across a wide
range of potential emergencies, including localized acts of
nature, accidents, and technological and/or attack/terrorist-
related emergencies. Accordingly, an effective Emergency
Management Program for healthcare systems not only
addresses the four phases of mitigation, preparedness,
response, and recovery, but also includes continuity
planning activities to ensure that critical patient care,
ancillary; and support functions would continue with little or
no interruption. (Adapted from VHA Guidebook)?®

Medical surge

e The concept of medical surge is the second underlying preparedness
premise for medical incidents with mass casualties and/or casualties
with unusual medical conditions. It is important, therefore, to define
this term before analyzing solutions for the overall needs of mass
casualty or complex incidents.

e Medical surge describes the ability to provide adequate?’ medical

% U.S. Department of Veterans Affairs. Emergency Management Program Guidebook.
2005, Washington, D.C. Available at http://www1.va.gov/emshg/page.cfm?pg=114.
accessed June 6, 2006.

% In this text, the term “adequate” means: An adjective that denotes the quality or
guantity of a system, process, procedure, or resource that will achieve the relevant
incident response objective.
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evaluation and care during events that exceed the limits of the normal
medical infrastructure in an affected community. 2 Despite this
simple explanation, medical surge is an extraordinarily complex topic
that is important to understand in order to prepare. The first step in
doing so is to distinguish surge capacity from surge capability (see
terminology textbox). An example of surge capability is provided in
Textbox 2.1.1.1.

Terminology alert!

Medical Surge Capacity: The ability to evaluate and care
for a markedly increased volume of patients—one that
challenges or exceeds normal operating capacity. The
surge requirements may extend beyond direct patient care
to include such tasks as extensive laboratory studies or
epidemiological investigations.

Medical Surge Capability: The ability to manage patients
requiring unusual or very specialized medical evaluation
and care. Surge requirements span the range of
specialized medical and health services (expertise,
information, procedures, equipment, or personnel) that are
not normally available at the location where they are needed
(e.g., pediatric care provided at non-pediatric facilities or
burn care services at a non-burn center). Surge capability
also includes patient problems that require special
intervention to protect medical providers, other patients, and
the integrity of the medical care facility.

?8 Barbera J.A., Macintyre A.G. Medical Surge Capacity and Capability: A management
system for integrating medical and health resources during large-scale emergencies.
CNA Corporation under contract to the U.S. Department of Health and Human Services
(August 2004). Available at: http://www.hhs.gov/ophep/mscc_handbook.html, accessed
November 10, 2005.
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Textbox 2.1.1.1
Medical Surge Capability: An Example

Many healthcare facilities encountered difficulties with the arrival of
patients with symptoms of severe acute respiratory syndrome
(SARS).The challenge was not presented by a high volume of
patients, but rather by the specialty requirements of caring for a few
patients with a highly contagious illness that demonstrated particular
transmissibility in the healthcare setting. Protection of staff and other
patients was a high priority, as was screening incoming patients for
illness, preventing undue concerns among staff, and avoiding
publicity that could adversely affect the hospital's business.
Coordination with public health, emergency management, and other
response assets was critical. Pre-established incident management
processes are designed to facilitate this type of problem-solving
experience.

Management Strategies to Achieve Medical Surge

To maintain operations and achieve the needed medical surge, an ability
to direct the entire organizational focus to addressing critical needs must
be immediately available within the healthcare system.

Maintaining quality and adequacy of services in the face of stress: To
achieve this, the organization must be capable of coordinating the re-
distribution of authority and responsibility throughout the organization,
so that tasks can still be performed within the quality parameters set
by the organization, but in greater quantity. This is in reality a
relatively simple concept if personnel across the system understand

and buy into it. Examples include:

o To meet patient surge capacity for a large number of victims
arriving at a healthcare facility for care, the best site to provide
standard quality emergency evaluation and treatment is in the
Emergency Department (ED). Other patient treatment wards can
participate in meeting surge capacity needs by rapidly accepting
partially evaluated patients already in the ED, particularly patients
who are considered stable but awaiting completion of their
evaluation. The inpatient services can complete this evaluation
and follow-on treatment without change in quality of care and allow

the ED to focus upon the large number of incoming casualties.
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o To meet patient surge capability for many critical care patients,
staff and equipment may be brought from the critical care units,
with mobilization of off-duty critical care staff, to provide critical
care services in the ED and in patient care overflow sites.

e Managing degradation of services: An important strategy concept in
truly overwhelming incidents is engineered or managed degradation

“Engineered (or

of services (see terminology textbox). managed)
degradation”
assists the
Terminology alert! organization in
averting

Engineered (managed) degradation: In a system under
extreme stress, the identification and selection of priority
activities that should be preserved, while allowing less
critical services to degrade. This management strategy is
designed to avoid catastrophic or random failure of
emergency response systems when system capacity or
capability is exceeded. The guiding principle is the

catastrophic
system failure
when the total
needs overwhelm
available
resources.

preservation of the functions most important to achieving
organizational goals. It may also be referred to as
“engineered system failure” or “managed degradation of
incident response.”

o Deliberate selection of functional priorities: This concept entails the
strategy of deliberatively (i.e., through incident action planning)
maintaining critical activities at the expense of others in the face of
severe response system challenge. This is accomplished by
selectively applying scarce resources to the priority activities and
even withdrawing resources (usually staffing) or staff attention from
one activity to maintain services in another. This deliberative and
objective methodology differentiates “managed degradation” from
recently promulgated “altered standards of care” (see textbox
2.1.1.2). For example, an activity that commonly receives less
attention during a surge in patient volume is documentation.
Certain portions of patient documentation, however, are critical in
maintaining quality care for the patient (medications given, vital
signs, etc.). Other portions of patient documentation are primarily
performed to meet regulatory and reimbursement requirements.
This latter type of documentation may be suspended during the
initial stages of incident operations when large numbers of patients
arrive simultaneously. After the initial surge, these documentation
gaps may potentially be reconstructed. Another example is the
suspension of elective surgical procedures during incident
response. Engineered degradation may also have to be applied in
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selecting between direct response activities.

o Preventing random and catastrophic failures: Careful attention to
managing system degradation can prevent random service
deficiency or catastrophic failure of the overall response system.

Textbox 2.1.1.2
“Engineered Degradation” Versus “Altered Standards of Care”

The broad concept of engineered degradation should be
distinguished from recently published reports discussing alterations
in standards of care.”® Engineered degradation involves the
selection of certain procedures or processes over others that are
considered essential for preservation of overall organizational
function. Some of these processes may have little to do with patient
care and those that do are applied equitably across all patient
populations (i.e., there are no distinctions made between patients).
An example is the clinical decision to rapidly clean wounds and
apply wet sterile dressings, deferring primary wound closure until all
victims are assessed and more serious injuries have been treated.

“Altered standards of care” may be a concept within managed
degradation, but even the approach to the described “altered care”
is procedurally different. As presented in the reference, the altered
level of care is structured by cross-the-board alteration in standards.
In managed degradation, it is altered through change in specific
procedures or individual assets, with the ability to be more selective,
to be more objective, and to change rapidly as additional assets
come on-line.

Altered standards of care “generally is assumed to mean a shift to
providing care and allocating scarce equipment, supplies, and
personnel in a way that saves the largest number of lives in contrast
to the traditional focus on saving individuals.”® This therefore
involves some of the same concepts involved in engineered
degradation but is more expansive and can translate into more
dramatic steps, such as the rationing of treatments or supplies or
the selection of certain populations for treatment over others. As
these are more dramatic steps, it is preferable to focus on

2 Altered Standards of Care in Mass Casualty Events (April 2005). Prepared by Health
Systems Research Inc. under Contract No. 290-04-0010. AHRQ Publication No. 05-
%043. Rockville, Maryland: Agency for Healthcare Research and Quality.

ibid
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engineered degradation first, leaving the altered standards of care
option as a last resort. In managing “failure” of the medical care
system, the care of patients should be a priority over most other
system activities, except for safety of staff and current patients.

The Case for a Formal System to Manage System Resiliency and
Medical Surge

Many current initiatives to address “Medical Surge” focus almost
exclusively upon identifying and establishing specific standby resource
capacities. These include adequate numbers and specialty types of
hospital beds, personnel, pharmaceuticals, supplies, and equipment. This
type of focused approach creates problems with:

Controlling costs associated with standby assets: High cost is
associated with many of the resources: Medical equipment and
supplies, the limited “shelf-life” of medications, the rapid out-dating of
equipment, and the costly biomedical servicing necessary to maintain
the assets in a readiness state are all very expensive. This cannot be
supported through income from clinical operations, and outside
funding streams are commonly inadequate and non-sustained for
most healthcare systems.

Minimizing “exclusive use” caches of equipment and supplies:
Developing equipment and supplies that are exclusively for rare
events creates a conflict with normal business practice:

o Revenue return: With the modern business practices of “just-in-
time” inventory and “just-enough” staffing, having an expensive
investment that provides no return makes little business sense.
This cost item will be adversely perceived every time the
healthcare system’s operating budget is reviewed for cost
containment purposes.

o Narrow use: Maintaining large equipment and supply caches
strictly for the rare major event conflicts with the “dual-use”® (or
multi-use) strategy espoused by most experts. To complicate the
issue further, response personnel will rarely be familiar with the
storage, mobilization, and use of materiel that is not part of regular

$INatural Disasters Roundtable. A Summary Of The Forum On Countering Terrorism:

Lessons Learned from Natural and Technological Disasters (2002). Available at:
http://www.nap.edu/books/N1000412/html/1.html, accessed February 10, 2006.
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duties.

e Determining the quantity of necessary standby assets: Developing this
determination is not a simple process, and focusing upon the
development of an otherwise unused reserve to address adequate
resource numbers may be an expensive and unsustainable approach.
Determining whether adequate surge resources are available in the
surrounding region, in a time-frame that meets medical necessity, is
equally important. It must be recognized, therefore, that the
necessary standby quantity of each critical asset depends upon
the response systems and processes that:

o ldentify medical needs as emergency circumstances evolve.
o ldentify the resources to address the needs in a timely manner.

o Move the resources expeditiously to locations of need (as
applicable).

o Manage and support the resources to their absolute maximum
capacity.

e Addressing surge and operational impact simultaneously: The need
for medical surge may occur in the face of a hazard that actually
compromises the delivery of medical services as noted above.
Structural damage or contamination, utility loss, illness and injury
among healthcare workers, and many other consequences of hazard
impacts may have to be managed at the same time as the patient
load. Ideally, the same management system should be used to
manage both medical surge and the organizational resiliency
necessary to continue medical care operations for the non-incident
patient population.

To address these critical issues, a broader approach to achieving and
maintaining medical surge is required. It must include an effective
management system to counter the need for a very large inventory of
staff, equipment and supplies, and to be prepared to respond effectively
to all aspects of an incident. Attention to effective management
systems allows organizations to not only maintain continuity of
operations and accomplish medical surge capacity and capability
throughout an incident, but also to optimize recovery and return to
readiness.

The emergency response system’s processes must:

e Determine, in a timely fashion, the specific asset quantities needed.
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e Acquire them pre-incident or rapidly during response.
e Manage the assets effectively during response.

e Demobilize assets and accomplish return-to-readiness actions as
efficiently as possible.

Additional benefits of this type of effective management system are:

e Enhanced internal coordination within the individual organization to
maintain services and build surge.

e Fewer necessary standby resources, if systems are in place to
maximize the abilities of existing operational resources.

e Optimal integration of “outside” resources, whether standby, mutual
aid, State or Federal assistance, when necessary to address incident
needs.

The Use of NIMS and NIMS-Consistent ICS for Managing Medical
Surge and Other Aspects of Healthcare System Incident Response

In March 2004, the National Incident Management System (NIMS) was
released by the U.S. Department of Homeland Security (see Unit 2).
NIMS was declared (through HSPD 5) to be the guidelines for all
emergency preparedness and response in the U.S.%? In effect, through
its efforts to implement NIMS, the Federal government is drawing
attention to the critical importance of effective emergency
management systems. Its adoption was mandated for all Federal
response resources, and its adoption by State and local organizations
was made “a condition for Federal preparedness assistance (through
grants, contracts, and other activities)...”* The justification for this is
that “NIMS provides a consistent, flexible, and adjustable national
framework within which government and private entities at all levels can
work together to manage domestic incidents, regardless of their cause,
size, location, or complexity.”**

%2 HSPD-5 Homeland Security Presidential Directive — 5, available at www.dhs.gov

¥ NIMS Preface p. ix, available at http://www.fema.gov/pdf/nims/nims_doc.pdf,
accessed October 19, 2005.

% NIMS Introduction and Overview, p. 2. available at
http://www.fema.gov/pdf/nims/nims_doc.pdf, accessed October 19, 2005
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In addition to other guidance, NIMS provides a description of the Incident
Command System (ICS) to be used for managing incident response in
the U.S. It is not a proscriptive document. Rather, it emphasizes that
response management be consistent with NIMS-ICS while flexibly applied
so that it is maximally effective for the organizations and the professional
disciplines that are using it during incident response: “The NIMS requires
that Field Command and Management be performed in accordance with a
standard set of ICS organizations, doctrine, and procedures. However,
Incident Commanders generally retain the flexibility to modify...”%

NIMS Chapter Il, Command and Management, Concepts and Principles
of NIMS, further states, “The implementation of ICS should have the least
possible disruption on existing systems and processes.” * It is therefore
incumbent among emergency response disciplines to develop an ICS-
consistent management that best addresses the discipline’s
requirements during emergency response and recovery. The
underlying assumption is that, by being “consistent with” ICS,
organizations will integrate more effectively into the larger ICS
management of any event.

Effective Emergency Management

To maximize emergency response that achieves adequate system
resiliency and medical surge capacity and capability, the response
system and processes must be developed and maintained within a
larger, more comprehensive initiative, which has been defined as
“emergency management” (see terminology textbox for a traditional
definition).

% NIMS Chapter Il, Command and Management, Concepts and Principles. available at
http://www.fema.gov/pdf/nims/nims_doc.pdf, accessed June 3, 2006.
% NIMS Chapter Il, Command and Management, Concepts and Principles. available at
http://www.fema.gov/pdf/nims/nims_doc.pdf, accessed June 3, 2006
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Terminology alert!

Emergency Management: Organized analysis, planning,
decision making, and assignment of available resources to
mitigate (lessen the effect of or prevent) prepare for, respond
to, and recover from the effects of all hazards. The goal of
emergency management is to save lives, prevent injuries, and
protect property and the environment if an emergency occurs
(FEMA 1995).%’

The remainder of this unit presents the foundational concepts of
emergency management (EM) and presents an organized approach to
establishing and conducting an emergency management program for
healthcare systems. Emergency management extends across mitigation,
preparedness, response and recovery while incident management
focuses upon directly managing response and recovery. Even during
response and recovery, emergency management remains strategic in
nature and supports tactical incident management (or incident command)
operations.

3" FEMA. Introduction to Emergency Management (1995). Emergency Management
Institute, Emmitsburg, Maryland.
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Lesson 1.1.2 Emergency Management Overview

Lesson Objectives

e |dentify and explain key concepts, principles, and terminology that
support emergency management programs and incident
management.

e Describe the “systems approach” for developing and managing an
Emergency Management Program for healthcare systems and
organizations.

e Describe the key elements of an Emergency Management Program.

Introduction

Emergency Management is a relatively new discipline, with a broad
scope. It evolved from more narrowly defined disciplines such as Civil
Defense.® One of the earliest texts to describe emergency management
concepts in detail succinctly summarized its purpose in the following
statement:

“The goal of emergency management is the rapid restoration of
normal routines.”>

While this simple statement presents an accurate superficial summary,
Emergency Management (EM) is, in fact, quite complex. EM represents
a true discipline and an evolving management science. As the practice
of emergency management is increasing recognized as a profession, it
has become less acceptable to assign just anyone who “knows
something about disasters” to be primarily responsible for development,
implementation, or maintenance of an emergency management program
in major organizations.

A traditional FEMA definition of emergency management was provided in
the preceding lesson. The authors present their definition of EM that
reflects modern emergency management complexity and a management
focus (see terminology textbox).

% Civil Defense dominated emergency and disaster preparedness during much of the
20" century and was primarily focused on one hazard category: foreign attack,
Egarticularly nuclear, on domestic US civilian populations.

Drabek T.E., Hoetmer GJ. (ed). Emergency Management: Principles and Practice for
Local Government. International City Management Association (1991); Washington

DC: 33.
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Terminology alert!

Emergency Management (management focus): The
science of managing complex systems and multidisciplinary
personnel to address emergencies and disasters, across all
hazards and through the phases of mitigation,
preparedness, response, and recovery.

Emergency management, as a professional discipline, is comprised
of foundational concepts, key principles, guiding standards and
common practice.

Healthcare system personnel commonly recognize emergency
management activities as those formerly conducted by a healthcare
organization’s “Disaster Committee” which was focused almost
exclusively on a traditional “disaster plan.”*® To better reflect the scope of
work that must be addressed, Joint Commission on Accreditation of
Healthcare Organizations (JCAHO)* and others have recommended a
name change away from “disaster,” using "emergency management”#>43
in its place.

Emergency Management as a Program

e EM program complexity: The development and implementation of an
Emergency Management (EM) program (see terminology textbox)
provides an avenue for coordinating the many activities that must be

“0 Clinic Disaster Plan Guidance (June 2002). California Governor’s Office of
Emergency Services;

http://www.oes.ca.gov/Operational/ OESHome.nsf/PDF/ClinicDisasGuide/$file/ClinicDisa
sGuide.pdf accessed August 9, 2005.

*! The Joint Commission on Accreditation of Healthcare Organizations surveys hospitals
and accredits them for adherence to standards set by the organization, and has been,
for many years, evolving standards related to emergency management for healthcare
systems.

* Information is available on JCAHO and its programs at:
http://www.jointcommission.org/AccreditationPrograms/, accessed March 29, 2006.

*3 Barbera JA, Macintyre AG. Medical Surge Capacity and Capability: A management
system for integrating medical and health resources during large-scale emergencies
(2004). CNA Corporation for the U.S. Department of Health and Human Services.
Available at: http://www.hhs.gov/ophep/mscc_handbook.html, accessed April 24, 2006.
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addressed. A comprehensive EM program is extraordinarily complex
for any organization, and perhaps even more so when accomplished
within a healthcare system.** As the EM profession evolved, standard
methods and program approaches have been validated as effective,
and an increasingly consistent body of knowledge has emerged from
research and practice. Relevant research, strategic concepts, tactical
methods and examples are presented in this module and throughout
the text, and explained in the context of Emergency Management for
Healthcare Systems.

Terminology alert!

Emergency Management Program: A program that
implements the mission, vision, and strategic goals and
objectives as well as the management framework of the
program and organization. It uses a comprehensive
approach to emergency management as a conceptual
framework, combining mitigation, preparedness, response
and recovery into a fully integrated set of activities. The
“program” applies to all departments and organizational
units within the organization that have roles in responding to
a potential emergency. (Adapted from NFPA 1600, 2004
and the VHA Guidebook, 2004)

“Systems-Based Methodology” in  Emergency Management
Programs

Emergency management is an inter-disciplinary, trans-organizational,
inter-agency and inter-governmental function. The EM program,
therefore, must address multiple important management issues that are
inherent to emergency management.

e Coordination and _integration: A primary task of emergency
management is the coordination and integration of various disciplines
and agencies that are not always accustomed to collaborating on a
day-to-day basis.

e Bridging multiple boundaries: Emergency management in the United

** Few other disciplines are as constrained as medicine, in terms of financial limitations,
regulatory requirements, and complexity of operations.
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States exists at the Federal (national), State and local (counties and
cities) levels, as well as within each response entity at the
organizational level. To manage large and/or complex incidents, it
must have methods to effectively bridge the multiple levels and
jurisdictional boundaries, and the public-private interface.

e Emergency management “system” orientation: The desired end-state
for preparedness is the creation of a response system (see
terminology textbox) that is organized by functions. A primary
challenge confronting Emergency Management is the coordination
and integration of disparate groups that are not always accustomed to
collaborating on a day-to-day basis. Emergency Management is the
focused activity that acts as the hub to coordinate all of these entities,
so that they can work collaboratively toward the common EM goals.

Terminology alert!

System: A clearly defined functional structure, with defined
processes, that coordinates disparate parts to accomplish a
common goal. *°

e Organizational disparity within healthcare systems: Even within a
single organization, components may not easily interface for the
purpose of emergency response. In emergency management for
healthcare systems, for example, these disparate components
include:

o The multiple departments (or key operating units) within a hospital.

o Multiple facilities within a single healthcare organization.

o Multiple very different response agencies within a jurisdiction that
must coordinate closely with the hospital response (public health,

emergency medical services, nursing homes, medical clinics,
pharmacies, independent t laboratories and others).

e System of systems: It may be more appropriate to describe the

*5 Barbera, J.A., Macintyre A.G. Medical and Health Incident Management (MaHIM)
System: a comprehensive functional system description for mass casualty medical and
health incident management (2002). Available at: www.gwu.edu/~icdrm.
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desired EM end-state as an established “system of systems”“° that
will optimally support medical care resiliency and medical surge
capacity and capability for mitigation, preparedness, response and
recovery.

Defining “Prepared” Against an Effective Response Model

A recurring issue in emergency management is defining “adequate

preparedness.”

This may be better addressed by restating the issue as

“what is the threshold at which the organization is prepared to adequately
respond so that it maintains organizational resiliency and provides the
projected surge capacity and capability.”

The importance of an_effective response model: To approach the
preparedness issue from the above question, it becomes increasingly
apparent that successful preparedness must be guided by an
effective response model, rather than simply by moving forward with
“targets of opportunity” such as available training, acquiring resources
through government funding, and the other less directed
preparedness strategies currently in use. To reach a point where an
organization can judge that it is adequately prepared, the response
model for the organization must include detailed process descriptions
for internal management and for external coordination within the
community response. The model must therefore also describe the
organization’s position and role within the community response. As
discussed later in this text, this “model of response” is developed into
the Emergency Operations Plan for the organization.

The importance of consistent strategy: A detailed response model is
complex, and the many preparedness and response actions must all
be well integrated. A specific and consistent strategy is therefore
required to achieve and maintain the overarching system that ties all
the component systems together through a common, organized set of
goals and objectives. A “systems-approach” (see terminology
textbox) provides this strategy, and should be applied during the day-
to-day activities related to development, maintenance, evaluation and
improvement of the emergency management program, as well as
during emergency response. A major focus of this text is describing
the methods that achieve this strategy.

6 Admiral James Loy (USCG Retired) - Deputy Secretary, Department of Homeland.
The Transition from Reaction to Proactive Risk Management. GWU/SAIC Homeland
Security, Emergency & Risk Management Forum (1/27/05); The George Washington
University, Washington, D.C.
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Terminology alert!

Systems approach: A management strategy that
recognizes that disparate components must be viewed as
inter-related components of a single system, and so
employs specific methods to achieve and maintain the
overarching system. These methods include the use of
standardized structure and processes and foundational
knowledge and concepts in the conduct of all related
activities. This approach may also be called “systems-
based methods.”

Foundations for a systems-based Emergency Management Program

Three important foundations to the systems-based approach to
developing emergency management programs:

1) Core concepts and principles: These concepts and principles define
the body of knowledge that is known as Emergency Management. They
underlie both the research and practice of emergency management and
provide the terminology, theory, and organization upon which the
discipline is based. This has analogies in the field of medicine, such as
the modern theory of disease transmission and its application across all
related areas of medical research and practice.*’ The foundational
concepts (Textbox 1.1.2.1) for emergency management have commonly
been presented in landmark publications (Textbox 1.1.2.2). The more
prominent ones that have relevance to emergency management for
healthcare systems will be reviewed here (see below), with others
referenced throughout this educational text.

*"In the past, many healthcare experts have undertaken the practice and research of
emergency management without little or no appreciation or knowledge of these
foundational concepts. This is analogous to an emergency manager attempting to
practice medicine without appreciation or knowledge of disease transmission, anatomy,
physiology, or many other fundamental medical concepts.
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Textbox 1.1.2.1

Core Concepts and Principles for
Emergency Management for Healthcare Systems

Emergency Management Program Development

= Disaster and Organizational Research

= Comprehensive Emergency Management

= Continuity Planning

= Integrated Emergency Management System

= Emergency Management Standards

= Evaluation & Organizational Learning concepts.

Incident Management

= Incident Command System

= Standardized Emergency Management System
= National Incident Management System

= National Response Plan.

Textbox 1.1.2.2

Foundational Documents for
Emergency Management for Healthcare Systems

= Comprehensive Emergency Management (CEM)

= Integrated Emergency Management System (IEMS)

= The Incident Command System (ICS)

= The Federal Response Plan

= Standardized Emergency Management System (SEMS)

= National Incident Management System (NIMS) with Incident

Command System

= National Response Plan (succeeding the Federal Response

Plan)
= Federal Preparedness Circular #65 (Continuity of Operations)

Relevant Standards

= NFPA 1600, 2004 Edition (Standards for Emergency/Disaster

Management and Business Continuity Programs)
= NFPA 99, 2005 Edition (Standard for Health Care Facilities)

= ASTM 1288-90, 2005 Edition (Standard Guide for Planning for

and Response to a Multiple Casualty Incident)
= ASTM E54.02.01 (Standard on Hospital Preparedness)
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= Joint Commission for Accreditation of Healthcare Organizations
(JCAHO) emergency management standards for healthcare
organization.

It is important for the medical and health disciplines to recognize and
understand these foundational concepts as they research, develop,
and practice emergency management. It is no longer sufficient for
healthcare professionals to assume that they can adequately develop
and manage emergency management programs based upon
traditional knowledge accumulated during regular medical educational
experience. For example, the management of a very busy emergency
department does not equate in any fashion to “incident management”
performed using ICS concepts under extraordinary conditions.
Creative ideas and innovations cannot alone serve to adequately
address the healthcare organization’s mitigation, preparedness,
response, and recovery. A professional, validated emergency
management system is essential.

2) Standardized process and templates: Standardized process and
methods involves well-described, reproducible, and usually sequential
steps to accomplish a stated objective. They are used for conducting
most emergency management-related activities.

Standardized
processes can be
used throughout
the 4 phases of

o Examples from preparedness: Standardized development process ﬁqrgg;geer:sgnt
can be used during emergency management committee work to (miti %tion
develop: . '

preparedness,
— , response, and
= A prioritized list of hazards that threaten a healthcare recovery).

organization (a component of the Hazard Vulnerability
Assessment process).

= The overarching “emergency operations plan” (EOP) that
guides response and recovery, with an increasingly
standardized format and incident command system).

= A plan component, such as a notification procedure
(standardized terminology and principles that tie the notification
into EOP mobilization and response actions).

= A fixed asset, such as a decontamination facility (standardized
layout, common principles for receiving and processing
patients, and so on).

= An After Action Report (the end product of a standardized AAR
process).
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o Examples during incident response: Standardized templates from
the Incident Command System are similarly used for:

= Developing incident action plans.
= Conducting operational briefings.
= Use of situation reports.

= Many other management functions during emergency response
and recovery operations.

In designing capacity and capabilities, this standardized approach
assures that all components of the total “system” are
coordinated, with their individual objectives supporting the
overall organizational mission. This type of standardized or
template process for emergency management is analogous to “the
scientific method”*® used ubiquitously in modern medicine to provide a
subject neutral, objective and common process for conducting
research.

3) An_organized emergency management program with common
managerial_strategies and practices: Those responsible for emergency
management must create and maintain an effective interdisciplinary
organization to mitigate, prepare for, respond to, and recover from major
threats to lives and livelihoods. It is important to recognize that plans
alone are not effective unless they are supported by people and a
process brought together by good management skills. *°

To establish and conduct effective emergency management, all activities
should be organized within a single Emergency Management Program
(see terminology textbox) for an organization. The program establishes
common managerial strategies so that all participants have a defined role
that is coordinated with the whole.

*8 Scientific methods and the follow-on scientific methods are described in many
historical and contemporary resources. An accurate summary is available at:
http://www.scientificmethod.com/smvsm.html, accessed August 10, 2005.

*9 Lavalla P., Stoffel R. Creating Interagency Cooperation and Coordination, Blueprint
for Community Emergency Management: A Text for Managing Emergency Operations
(1992). Emergency Response Institute, Inc; pp. 168-169.,
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Terminology alert!

Emergency Management Program: A program that
implements the mission, vision, and strategic goals and
objectives as well as the management framework of the
organization. It uses a comprehensive approach to
emergency management as a conceptual framework,
combining mitigation, preparedness, response, and
recovery into a fully integrated set of activities. The
“program” applies to all departments and organizational
units within the organization that have roles in responding to
a potential emergency. (Adapted from NFPA 1600, 2004
and the VHA Guidebook, 2004)

When a disaster occurs, the entire community responds to and becomes
involved in the response. Likewise, the response within the healthcare
facility will involve everyone in some way. The emergency program
manager (EPM) [see terminology textbox] must therefore build and
maintain interest, support, and participation by leadership and key
managers. Without their active involvement, the EM program is a
"vacuum program,” with significant probability of failure should disaster
occur. Obtaining and maintaining support and participation is one of the
major challenges of anyone with the role of EPM. The EPM must achieve
and maintain an integration of emergency management principles and
practices into the day-to-day administration of the organization, and tailor
the emergency management program to the needs and culture of the
organization.

Terminology alert!

Emergency Program Manager: The individual primarily
responsible for developing, implementing and maintaining a
healthcare  organization’s emergency  management
program.

The managerial strategies address program boundaries and integration
into the organization’s administrative (i.e., committee) structure. They
address attaining visibility, maintaining credibility, and establishing
organizational resilience and ability to surge despite the difficult business
and economic environment in healthcare. This includes working with the
larger community to define the role of the healthcare organization in the

Unit 1. The Emergency Management Program

The Emergency
Program Manager
holds
responsibility for
the program, but
must be
empowered to do
so and must have
a defined
relationship with
the organization’s
day-to-day
administration.

1-27



Lesson 1.1.2

A successful
emergency
management
program has
certain
characteristics.
These are listed
here and
discussed in
more detail in
Module 1.2.

28

community emergency response and addressing funding streams that will
allow the healthcare organization to meet this “public safety”
responsibility.*°

Components of a Successful Emergency Management Programs

The following are considered essential components of an emergency
management program (and are discussed in more detail in Module 1.2):

e Clear EM program mission/goals: The mission or goals can best be
described as the endpoint the organization would like to achieve (see
Terminology Textbox). For the EM Program, the goals should be
clearly stated and documented. For example, one goal may be
“establishing a comprehensive emergency management program that
is focused on maintaining continuity of patient care operations”. By
describing this in clear terms, subsequent steps take on this purpose.

Terminology alert!

Goals, Organizational: A description of the end state —
where the organization wants to be, at the end of the
activity, program, or other entity for which the goal was
defined. The goals taken together can be equated to the
organizational mission. Goals can be set for any
component of a program (e.g. goals for overall EM program,
goals for response during an incident).

e EM program objectives: An effective Emergency Management (EM)
program for healthcare systems must have clear objectives that are
designed to achieve the goals. The objectives are then applied across
the EM program, guiding the development of tasks for the annual
mitigation and preparedness work plans, and development of the
emergency operations plan for response and recovery. For example,
The EM program will achieve the following objectives:

o Provide leadership and direction across all phases of emergency
management.

* Barbera, J. A., MD, Macintyre, G. A., MD, DeAtley, C.A., PA-C, Ambulances to
Nowhere: America's Critical Shortfall in Medical Preparedness for Catastrophic
Terrorism, BCSIA Discussion Paper 2001-15, ESDP Discussion Paper ESDP-2001-07,
John F. Kennedy School of Government, Harvard University, October 2001.
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o Identify hazards and take actions to minimize or eliminate their
occurrence and/or their consequences.

o Define and prepare for the service needs created by the hazard
impact on the community and on the healthcare organization itself.

o Define individual, team and organizational responsibilities during
emergency response and recovery operations, and the
competencies to meet these responsibilities.

o Identify required resources needed for response and recovery, and
develop methods for acquiring and maintaining them in a state of
readiness.

o Conduct effective organizational information management and
effective decision-making during response and recovery as well as
during day-to-day mitigation and preparedness activities.

o Provide emergency response and recovery management and
coordination within the healthcare facility and/or the healthcare
system, as well as integration with the broader response
community.

e Systems-based program and plans: For any component of the EM
Program, standardized structures, processes, and foundational
knowledge should be applied to the development and maintenance of
that component. The systems based approach uses the following
template approach (briefly reviewed here) for the development of any
new component.

o Setgoals

o List assumptions

o Establish objectives and strategies to achieve the goals

o Establish system description The success of
o Establish concept of operations an EM program
o Implement system with resources, instruction, processes often hinges

o Evaluate the system upon the

o Maintain and revise the system as appropriate appropriate

construct of,

e Established Advisory EM Committee and Emergency Program | participation in,
Manager: An established EM committee is a critical component of a | and
successful EM program. The committee is charged with steering the | maintenance of
EM program, through the establishment of measurable objectives as | an Advisory EM
presented above, as it evolves through its development, | committee
implementation, use, maintenance, evaluations, and revisions. | (EMC).
Successful EM committees (see Lesson 1.2.2) encourage
multidisciplinary and departmental participation. Strategic approaches
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to the activities of the committee provide better results than reactive
activities that merely create products in reaction to events or for
accountability purposes. Recognizing the established relationship of
the EM committee to the organization’s regular day-to-day structure
can provide benefit. Finally, the selection of a qualified emergency
program manager to lead the efforts of the EM committee can provide
the appropriate overall guidance and management of the collective
EM program efforts.

Leadership and direction: Specific leadership and direction strategies
can be employed by the emergency program manager and committee
to enhance the ability of the EM program to integrate with and support
the overall organization. As an example, the above described mission
or goals of the EM program must be established within the context of
the overall organizational mission. This requires research and
delineation on what it is the organization is attempting to achieve on a
regular basis. Building organizational support for the EM program is
often necessary to counter inertia. This organizational support from all
levels is vital as the EM program must be continuously considered,
practiced, and managed to develop and maintain the necessary
structure and levels of competence throughout the organization.

Strateqic administrative planning and effective annual work-plan: The
EM program will only succeed if it is approached in a professional
manner. It must have the support of the organization’s administration.
In addition, an overall work plan for the development and refinement
of the EM program is necessary. This type of planning organizes a
series of activities across the year and assigns responsibilities for
action and follow-up. One of these activities, the Annual Program
Review, is a primary driver for revision and improvement of the
strategic administrative plan.  This can be accomplished through
various means but often involves document reviews, interviews and/or
observations of important EM program components. The program
review would reveal areas where the EM program could be improved
as well as report on the progress towards goals and objectives set for
that period. The work plans then delineates the tasks to be
accomplished that will achieve these improvements and objectives.

All-hazards planning: Consistent with the concepts of CEM, every
successful EM program should include planning for all hazards across
the four phases (mitigation, preparedness, response, recovery). The
strategy is based upon a comprehensive Hazards Vulnerability
Analysis (HVA) which, in simple terms, provides a structured analysis
of the potential risks that an organization faces (the methodology for a
comprehensive HVA is presented in Module 1.3). This analysis allows
for realistic organizational planning. The activities addressed during
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mitigation are designed to prevent hazard occurrence or lessen the
severity of any hazard impact on the organization. Preparedness
planning allows for the development and implementation of a
response and recovery plan to be used after hazard impact. The
Emergency Operations Plan (EOP)*! is the term utilized to describe
the collective procedures and processes used for all hazard response
and for at least the early recovery phase. In this manner, common
procedures and processes across all hazards are emphasized.
Hazard-specific issues are addressed by developing short, concise
action guidance. For healthcare organizations, this emergency
operations planning addresses not only the potential surge that they
may have to address, but also the organizational resiliency in
maintaining its regular day-to-day operations (continuity of
operations).

e Commitment to program evaluation and organizational learning: The
most successful organizations are ones that are committed to
constant self-evaluation, with revision as indicated. The same may be
said of successful EM programs. Though discussion is often provided
regarding the evaluation of the emergency operation plan, the overall
EM program itself should be regularly evaluated and revised as
appropriate.  There are several approaches and vehicles for
conducting evaluations (see Unit 4). The critical and frequently
neglected next step after evaluations of any component of the EM
program is to incorporate necessary changes. This “organizational
learning” is a systematic process for assessing proposed changes to
the system and incorporating accepted proposals to effect lasting
change in system performance. This attains true organizational
improvement, rather than the usual “lessons learned”®? focused on
individual performance. At first glance, these critical EM program
activities (described at length in Unit 4) may seem onerous. Once
thoroughly understood, they in reality make the conduct and
maintenance of the EM program easier.

® The Joint Commission on Healthcare Organizations (JCAHO) describes the
“Emergency Management Plan.” This is consistent with JCAHO’s approach to having
“management plans” for various major areas that they evaluate for accreditation. In the
nomenclature of emergency management, much of the “Emergency Management Plan”
is captured in EM program documents, and the EOP is a critical component of this plan.
2 Adapted from Barbera, JA, Macintyre AG. Medical and Health Incident Management
(MaHIM) System: A Comprehensive Functional System Description for Mass Casualty
Medical and Health Incident Management (December 2002), available at:
www.gwu.edu/~icdrm. accessed June 4, 2006.
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Lesson 1.1.3 Emergency Management Core Concepts and Principles

Lesson Objectives

e Explain why the disaster research findings are important to the
development of an emergency management program and incident
management activities.

e Explain Comprehensive Emergency Management, its purpose, and its
four phases

e Summarize the foundational concepts that form the basis for
organizing and conducting an emergency management program.

e ldentify core concepts that support incident management.

Introduction

Some of the more important concepts and principles are briefly presented
here to introduce the foundations for “all-hazards” emergency
management programs for healthcare systems. Many of these concepts
are expanded upon in later sections of this text.

The Disaster Research

e Disaster sociology and natural hazards research: Since the 1940s, a
considerable amount of knowledge has been gained by hazards
researchers (focusing on pre-event hazard vulnerability from the
various physical sciences) and the disaster researchers (investigating
pre- and post-impact issues).

e Diverse investigational areas: The lessons offered by history are
invaluable to the future, and the disaster research field is as diverse
as the disciplines that are involved in emergency management. This
text focuses particularly on the contributions from disaster sociology,
in which organized research of human behavior during crises has
been ongoing for many decades. The works of major contributors
such as Enrique Quarantelli, Thomas Drabek, Russell Dynes, and
Kathleen Tierney are available in the public domain from the Disaster
Research Center (University of Delaware)*® and the Natural Hazards
Research and Information Applications Hazards Center (University of

%3 Information on the Disaster Research Center is available at http://www.udel.edu/DRC,
accessed March 25, 2006.
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Colorado).® This information is included throughout the text, but
important components are presented here:

o Functional organization: The idea of organizing emergency

operations plans around functions and not particular hazards was
the result of contributions from the disaster research community.
Researchers argued that the same types of activities need to be
performed regardless of the cause of the disaster. These “agent-
generated demands,” such as search and rescue, medical care,
evacuation, and so forth, were only part of what was going on
during the response to a disaster. The “response-generated
demands” or the forces at play within organizations as they
mobilized, such as decision-making, communication, interagency
coordination and so on, needed greater attention.>

Problem-solving, distributed approach: The disaster research
helped explain why the previous military “top-down” approach that
typified the civil defense era was not a realistic model for civilian
emergency management systems. A problem-solving approach
was advanced that emphasized that response capabilities are
enhanced by bringing responders together in common planning
and rehearsal activities, by personal contact, by liaison activities
during incidents, and by establishing shared facilities.

Understanding crisis _behavior: The behavior of people as
individuals, members of families and small groups, and as
organizations during disasters has been studied in depth by the
above researchers and other sociologists. Human behavior under
stress, the behavior of emergent organizations, and many other
topics have been presented. These are very important to fully
understanding the science and practice of emergency
management.  While many of these research findings are
incorporated into the concepts in this text, their individual
presentation are beyond its scope.

Clarifying the difference between “disaster planning” and “disaster
managing”: An important observation by a pre-eminent disaster
researcher, Enrique Quarantelli and his colleagues (see Textbox

> Information on the Natural Hazards Center is available at:
http://www.colorado.edu/hazards/, accessed March 25, 2006.
>> Adapted from: Quarantelli EL. Major Criteria for Judging Disaster Planning and

Managing and Their Applicability in Developing Societies (1998). Disaster Research

Center, University of Delaware; Newark, Delaware, available at:
http://www.udel.edu/DRC/preliminary/268.pdf; accessed January 21, 2006.
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1.1.3.1) was differentiating between disaster planning and disaster
management. In this educational document, the term “disaster
planning” translates to the mitigation and preparedness
planning during “emergency management program activities,” and
the term “disaster managing” is now referred to as “incident
management.” Incident management incorporates the important
concept of “incident action planning,” which occurs during the
emergency response and recovery phases. The concepts that
support both types of planning are identified in this lesson,
although the focus of this Unit is on EM program development.
Incident management and incident action planning is more fully
described in Units 2 and 3.

Textbox 1.1.3.1
“Disaster Planning and Managing” *°
Enrique Quarantelli

“Our starting point is that what is crucial. [It] is not planning or
managing, but good planning and managing. It is after all possible
to have bad instances of both. Thus, to assess in an intelligent way
the preparedness planning for and the managing of disasters
requires asking the question: what is good planning and managing?

Good community disaster planning must:

= Focus on the planning process rather than the production of a
written document.

= Recognize that disasters are both quantitatively and qualitatively
different from minor emergencies and everyday crises.

= Be generic rather than agent specific.

= Be based upon emergent resource coordination and not a
command and control model.

= Focus on general principles and not specific details.

= Be based on what is likely to happen.

= Be vertically and horizontally integrated.

= Strive to evoke appropriate actions by anticipating likely
problems and possible solutions or options.

= Use the best social science knowledge possible and not myths
and misconceptions.

*® Quarantelli EL. Major Criteria for Judging Disaster Planning and Managing Their
Applicability In Developing Countries. University of Delaware Disaster Research Center,
DRC Publication 268; available at:
http://dspace.udel.edu:8080/dspace/bitstream/19716/286/1/PP268.pdf, accessed March
14, 2006.
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= Recognize that crisis time disaster planning and disaster
managing are separate processes.

Good disaster managing must:

= Recognize correctly the difference between agent and response
generated needs and demands.

= Carry out generic functions in an adequate way.

= Mobilize personnel and resources in an effective manner.

= Involve proper task delegation and division of labor.

= Allow the adequate processing of information.

=  Permit the proper exercise of decision making.

= Focus on the development of overall coordination.

= Blend emergent aspects with established ones.

= Provide the mass communication system with appropriate
information.

= Have a well functioning Emergency Operations Center (EOC).”

The Management Research

An important point to acknowledge at the outset of any examination of | Additional

“emergency management” is that EM is a management science. Much research relevant

has been written about the tasks that emergency managers must | to EM can be

accomplish within their duties, about the context in which they operate, | found in the

the human behavior they must address under incident conditions, and [ managerial

other topics. It is important to recognize, however, that these all must be | sciences. Some of

addressed through consistent, overarching management principles. this material is

from the business

o Management of organizations: As a research area, this has been | and the systems
studied for many decades. Many of the important research findings | engineering
and principles that were developed for other areas of management | disciplines.
science are applicable to emergency management and incident
command. Application concepts are modified for the relatively
unique emergency and disaster context (rapid pace, greater
uncertainty, and so on). These include:

® QOrganizational theory and function: Management
researchers and practitioners have been striving for
decades to determine how organizations may optimally
function. Research foci have included how the
organization: 1) interacts externally; 2) manages internally;
and 3) optimally accomplishes its outputs (products and/or
services) to meet demands. Research conclusions are
presented in appropriate locations throughout this text.
Some of the more important and longstanding
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management concepts include:

O System theory: System theory (see Textbox 1.1.3.2)
revolutionized how organizations and the organizational
change processes are understood.”” The full complexity of
the environment of any organization or system, the people
and personal motivations that make up such a system, and
the difficulty of effecting change form the basis of this
understanding. The systems theory sees organizations as
complex and always dynamic. Systems theorists
understand that there is a politics of change in large
organizations and that fostering change has much to do with
organizational culture.

Textbox 1.1.3.2
System Theory: A Brief Summary>®

System theory is the trans-disciplinary study of the abstract
organization of phenomena, independent of their substance, type, or
spatial or temporal scale of existence. It investigates the principles
common to all complex entities and the models that can be used to
describe them. A system can be said to consist of four things:

1. Objects — the parts, elements, or variables within the system.
These may be physical or abstract or both, depending on the
nature of the system.

2. Attributes — the qualities or properties of the system and its
objects.

3. Internal relationships among its objects.

4. External relations with the environment.

A system, then, has multiple components and forces that affect one
another within an environment and form a larger pattern that is
distinguished from any of the parts. The fundamental systems-
interactive paradigm of organizational analysis features the
continual stages of input, throughput (processing), and output, which
demonstrate the concept of open versus closed systems. A closed

*" This body of thought evolved over many decades in the 20" century. An author
credited with consolidating much of the thought was Ludwig von Bertalanffy. An
adapted summary of his teaching is provided in Textbox 1.1.3.2

58 Adapted from: von Bertalanffy L. General Systems Theory (1968). New York:
Braziller. Excerpts available at:
http://www.panarchy.org/vonbertalanffy/systems.1968.html, accessed March 27, 2006.
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system does not interact with its environment. It does not take in
information and therefore is likely to atrophy, that is, to vanish. An
open system receives information, which it uses to interact
dynamically with its environment. Openness increases its likelihood
to survive and prosper.

U Open versus closed systems in_system theory: System
theory does not view most organizations as closed systems
or independent of external forces. Instead, organizational
systems are recognized as having interdependent
relationships with many defined components: the external
environment, the individuals inside the system, the
relationships that generate cooperation or conflict, and
others. This *“open system” recognizes the goals of
individual members can be as important as any one singular
organizational purpose declared by those in leadership
positions. As such, systems theory focuses on the
complexities of open systems and the necessity for
organizations to adapt to ever-changing environments. It
seeks to understand the social character of dynamic system
interrelationships and their impact upon outcomes. A
fundamental principle that characterizes open systems is
that objectives can be pursued through a variety of methods
and means and there is no single approach that will always
produce the desired results.>®

“Organizational rationality therefore is some result of
1) constraints which the organization must face,
2) contingencies which the organization must meet, and
3) variables which the organization can control.”
(J.D. Thompson, 1967)%°

0 Management by objectives: This management concept was
described and promulgated by George S. Odiorne in his
1965 book Management by Objectives.®® It is discussed in

% Katz D., Kahn R. Organizations and the System Concept. Classics of Organization

Theory (1966). Schafritz J., and Ott S.J. Belmont, Wadsworth - Thomson Learning.
Thompson, J D. Organizations in Action. Classics of Organization Theory (1967).

Schafritz J., and Ott S.J. Belmont, Wadsworth - Thomson Learning. p. 280.

® Odiorne, G.E. Management by Objectives (1965). Pitman Publishing Corp. New York.

Described in Sydanmaanlakka P. Intelligent Leadership and Leadership

Competencies: Developing a leadership framework for intelligent organizations (2003).

Doctoral Dissertation, Helsinki University of Technology, Department of Industrial

Management, available at:
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detail as it applies to incident management later in this
lesson.

0 Management terminology: As management science has
evolved over the decades and is applied to multiple
disciplines, management terminology has developed very
wide variations. To address this major difficulty in
developing this extensive emergency management text, the
authors sought to establish and maintain terminology
consistency across the multiple subject areas. A detailed
glossary was therefore developed to provide this
terminology base.

=  Competencies: Competencies (see terminology textbox) and
competency modeling originated in business management
research and has evolved extensively over the past 25 years as
other disciplines began adopting the practice.®?

U0 The original intent of competency identification and
development was to enhance the then common *“job/task
analysis” by relating a position’s requisite knowledge,
skills and abilities to overall objectives of the
organization in which the position existed.

O This approach aligns the objectives (i.e., desired outputs) of
individual and team jobs/responsibilities with overall goals
and objectives of the organization, such that organizational
mission and objectives are achieved through effective
individual and team performance.

0 Competencies should therefore be defined such that they
describe specific elements that contribute to effective job
performance within the context of a job’s responsibilities.
Each job or position competency is further delineated
as some combination of knowledge elements, skills,
and abilities that are objective and measurable (i.e.,
demonstrable) on the job.

http://lib.tkk.fi/Diss/2003/isbn9512263602/ishn9512263602.pdf, accessed March 27,
2006.

%2 Newsome S., Canto V.M., and Day A.L. Leader Competencies: Proposing a Research
Framework (2003), available at:
http://cleleadership.ca/paper/leader_competencies_a_research_framework.pdf,
accessed September 14, 2005.
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O In the aggregate, the competencies of all key jobs describe
the overall position requirements to achieve the objectives
of the organization.

Terminology alert!

Competency: A specific knowledge element, skill, and/or
ability that is objective and measurable (i.e., demonstrable)
on the job. It is required for effective performance within the
context of a job’s responsibilities and leads to achieving the
objectives of the organization.®®

U Competencies are therefore described in the context of the
organizational structures, processes, procedures, and
relationships that are required for emergency response and
recovery. Competencies related to emergency response
and recovery operations should be defined in the context of
emergency and disaster conditions and response systems:
the emergency operations plan. This distinguishes
emergency response and recovery competencies from
those associated with everyday job requirements.
Preparedness competencies are a separate issue and are
much more in line with standard competencies (related to
effectively running meetings, conducting training, etc.).

U Competencies are further qualified by the level of
proficiency (see terminology textbox) needed by a
particular job or group of jobs. Many different proficiency
levels have been promulgated, with most versions
containing three levels. As a component of this curriculum
project, a competency framework was developed based
upon an extensive literature search, and the follow-on
competencies developed within that framework were
evaluated and judged as valid by a panel of experts.®* The
levels of proficiency in this framework are presented in the

% Adapted from Barbera J.A., Macintyre A.G., Shaw G.L., Seefried V., Westerman L.,
DeCosmo S. VHA-EMA Emergency Response and Recovery Competencies:
Competency Survey, Analysis and Report, available at www.gwu.edu/~icdrm, accessed
December 1, 2005.

® Barbera J.A., Macintyre A.G., Shaw G.L., Seefried V., Westerman L., DeCosmo S.
VHA-EMA Emergency Response and Recovery Competencies:: Competency Survey,
Analysis and Report, available at: www.gwu.edu/~icdrm, accessed December 1, 2005
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following terminology textbox.  The specific level of
proficiency that is assigned to a competency for a job group,
or for an individual job/position, is based upon the individual
or team roles and responsibilities within the functional areas
and the overall EOP.

Terminology alert!

Levels of proficiency: Proficiency levels delineate
“The degree of understanding of the subject matter and
its practical application through training and
performance....” (FEMA, 2004).°> The following levels
were defined in the VHA-EMA Emergency Response
and Recovery Competencies: Competency Survey,
Analysis, and Report:®®

Awareness

Represents an understanding of the
knowledge/skills/abilities
encompassed by the competency,
but not to a level of capability to
adequately perform the competency
actions within the organization’s
system.

Operations

Represents the
knowledge/skills/abilities to safely
and effectively perform the assigned
tasks and activities, including
equipment use as necessatry.

Expert

Represents operations-level
proficiency plus the additional
knowledge/skills/abilities to apply
expert judgment to solve problems
and make complex decisions.

=  Competencies

healthcare emergency response and

recovery: Itis important for these to be developed in a carefully
constructed competency framework. Important considerations

are:

% FEMA. Urban Search & Rescue Incident Support Team Training: Student Manual.
Module 1, Unit 4, p. 6: Planning Process Overview. n/a:40. April 16, 2004). Available at:
http://www.fema.gov/pdf/usr/modl u4.pdf, accessed March 23, 2005.

® The report is available at: www.gwu.edu/~icdrm/, accessed December 16, 2005.
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U These are defined in the context of healthcare emergency
response, not in the everyday context of healthcare
operating systems. For example, the normal context is
department and unit based (e.g., Emergency Department,
Administration, Engineering, etc.), which is not emergency
response functional and based upon ICS (e.g., command,
operations, planning, finance, logistics, and ICS sub-
divisions, such as a patient care services branch of
operations).

U The competencies must be detailed enough to be objective
and measurable on the job, under emergency or simulated
emergency (exercise) conditions. This important concept
highlights the importance of having a clearly defined
incident command system within which the organization
operates during emergencies and disasters.

Grouping related jobs by competencies: A job grouping strategy
should make the competency framework useful to systems
development (by providing elements of position qualifications),
to training requirements (by competency-based instruction), to
job and system evaluation (by competency-based evaluation),
and organizational learning (system improvements by
modifying competencies):

U Job and competency “grouping” for healthcare system
emergency response and recovery: “Grouping” organizes
jobs in categories with like characteristics (i.e., those having
similar or closely related responsibilities/functions and thus
sharing common competencies).  These groupings and
sub-groupings may become progressively more specific,
such that competencies specific to a single position are
the only ones not designated as part of a larger position
set. Job sub-groupings therefore, in aggregate, cover all
individual positions within the emergency response and
recovery system in the organization. An example of the first
layers of this job grouping strategy, applied to competency
development for the Veterans Health Administration, is
provided in Textbox 1.1.3.3. A possible fully developed
grouping strategy is provided in Exhibit 1.1.3.1.

O Job grouping applications: Grouping using this strategy
promotes efficient use of competencies from the EOP (and
therefore ICS-based) for training, exercise evaluation, and
other EM program activities. This provides distinct
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advantage compared to an approach addressing the
competencies for each individual job position in an
unrelated fashion. Competency-based training, evaluation,

Grouping
competencies is
an efficient
methodology.
Competencies
that all
personnel
should possess
are defined first
with more
refined ones
defined for
specific job
groups and
positions.

and organizational change are therefore simplified.

Textbox 1.1.3.3
Groupings of Jobs for a Competency Framework

The Veterans Health Administration extensively analyzed their
emergency response and recovery roles and responsibilities and
defined four critical target audiences:

= All Employee (AE) — “Core Competencies”

= Facility Leader (FL)

= Patient Care Provider (PCP)

= Emergency Program Manager (PM)

A comprehensive list of primary and supporting competencies was
then developed for the “All Employees” and additional primary and
supporting competencies for each of the three pre-determined “job
groups” was then developed as a component of this curriculum
project. As an example, the target audience All Employees, defined
as “All personnel with assigned job positions within the Emergency
Operations Plan and supervisory staff who may be required to
perform the duties of an initial Incident Commander,®”” includes 15
primary competencies, which are further described as *“core
competencies necessary as a base for every position within the
organization®®.” Each of the core competencies is decomposed into
multiple supporting competencies.

" VHA Emergency Management Program Guidebook (2005). Chapter 9 —Education,
Training and Exercises: p. 9-2. Available at
http://www1.va.gov/emshg/page.cfim?pg=114. accessed June 2, 2006.

% bid. p. 9-2.
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Exhibit 1.1.3.1. A competency grouping, layered strategy. FL (Facility
Leaders), PM (Program Managers), PCP (Patient Care Providers),
CSP (Clinical Support Personnel), NSP (Non-clinical Support
Personnel).

Competency Framework

Competency Grouping Strategy for efficiency in personnel
assignments, training, exercise, evaluation and
organizational learning

Individual Jobs
(Position competencies)

4
4
4

Emergency Response & Recovery
unction-Specific Groups

(Function-related competencies
Job Groups*
(Job group competencies)

All personnel*
(Core competencies)

777777777

= Organizational change: Organizational change is an essential | All efficient
issue to address in any organization. Even if constructed to | ©rganizations
operate in an optimal manner at its inception, the organization | address _
must adapt (i.e., “change”’) as its environment changes, | Prospectively how
including market and labor conditions, business risks and [ they will
opportunities, and product and/or services demand. The | Incorporate
beneficial

degree of change may be characterized in many ways, from

“adjustments” to “evolution” and even major “transformation.” changes. This

approach should
be utilized for EM

U Management approaches to change: Many varying _
programs in

approaches have been developed to accomplish change.

Several became prominent within the U.S. medical | healthcare

establishment over the past two decades: Quality | Systems. It must

Assurance, Quality  Improvement, Total  Quality | be more expansive

Management, and others.®® In pursuit of this goal, it may be | than just

more effective to consider the organization itself before | individuals

focusing upon the specifics of change. learning and
include
organizational
learning.

% Ahire SL, Landeros R, Golhartotal DY. Quality Management: A Literature Review and
an Agenda for Future Research. Production and Operations Management (Summer

1995) Vol. 4, No. 3: 277-306.
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U System theory and organizational change: Evaluation and
organizational change was addressed in system theory.
When organizational change and adaptation to essential
operations becomes an organizational objective, defining
the change needed and evaluating the success of
implemented change involves many different types of
program evaluation. This combination of qualitative, as well
as guantitative, methods recognizes real world factors that
indicate that a method that works well in one area may not
work in another. The system theory approach to evaluation
emphasizes the ability to adapt to a changing environment
by tailoring evaluation styles to different components of the
system in order to produce the most accurate and useful
results.

U0 The learning organization: A prominent conceptual
approach in management research addressing change
within organizations views the goal as transforming the
business or other entity needing change into a “learning
organization.” The term “learning organization” has been
presented by a range of authors in the research literature.
One of the earliest and best recognized descriptions is
Peter Senge (see terminology textbox). While the
terminology these authors use differs from that used in
modern comprehensive emergency management (CEM),
many of the conceptual descriptions such as “systems
thinking”® are consistent with the “systems approach to
emergency management” described earlier.

O Unit 4 of this text covers evaluation and organizational
change in much greater depth.

" Senge, P. (1990). The Fifth Discipline: The Art and Practice of the Learning

Organization. Classic Readings in Organizational Behavior. S. J. Ott, S. J. Parkes and
R. B. Simpson. Belmont, California, Thomson Learning: pp. 484 - 491.
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Terminology alert!

Learning organization: An organization that conducts
continuous evaluation of its experience and transforms that
experience into lasting improvements in performance.’
This is accomplished through change to objectives,
structure, process, personnel qualifications (including
competencies, which describe knowledge/skills/abilities),
facilities, equipment, supplies and other parameters. This
“learning process” is accessible to the whole organization
and relevant to its core mission and objectives.

Foundational Concepts That Support the Systems-based
Emergency Management Program

The important foundational concepts and principles, and the landmark
documents in which they are described, are briefly described here to
present the breadth of the emergency management discipline and its
relation to emergency management for healthcare systems.

e Comprehensive Emergency Management - 1978: The concept of
Comprehensive Emergency Management (CEM) was first articulated
in the 1978 committee report of the National Governors’ Association,
which studied the intergovernmental system of emergency
management in the United States.”> The concepts presented in this
work clearly demarcate emergency management from its narrower
predecessor, civil defense.

The follow-on landmark 1978 publication Comprehensive Emergency
Management: A Governor's Guide "*declared:

" Adapted from Senge, P. (1990). The Fifth Discipline: The Art and Practice of the
Learning Organization. Classic Readings in Organizational Behavior. S. J. Ott, S. J.
Parkes and R. B. Simpson. Belmont, California, Thomson Learning: pp. 484 - 491.

2 Drabek, T.E., and Hoetmer, G.J. Editors. Emergency Management: Principles and
Practices for Local Government (1991). Chapter 1. The Evolution of Emergency
Management. Washington, D.C.

" NGA. Comprehensive Emergency Management: A Governor's Guide (1979). U.S.
Government Printing Office, Washington, DC: pp.11-17.
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o CEM is inclusive of four phases: CEM defines its phases through
time and function relationships, as having a common time and
different focus that drives its activiies. @ CEM phases are
summarized as:

= Mitigation: The phase of Comprehensive Emergency
Management that encompasses all activities that reduce or
eliminate the probability of a hazard occurrence, or eliminate or
reduce the impact from the hazard if it should occur. In
comprehensive emergency management, mitigation activities
are undertaken during the time period prior to an imminent or
actual hazard impact.

= Preparedness: The phase of Comprehensive Emergency
Management that encompasses actions designed to build
organizational resiliency and/or organizational capacity and
capabilities for response to and recovery from disasters and
emergencies.’® These activities precede any imminent threat or
hazard impact (activities in the imminent or post-impact
timeframe are considered part of response).

= Response: The phase of Comprehensive Emergency
Management that encompasses activities immediately before
(for an impending threat), during, and after a hazard impact to
address the immediate and short-term effects of the disaster or
emergency.

= Recovery: The phase of Comprehensive Emergency
Management that encompasses activities and programs
implemented during and after response that are designed to
return the entity to its usual state or to a “new normal.” For
response organizations, this includes return-to-readiness
activities.

o CEM applies to “all risks,””® with the document’s definition of “all
risks” equating to the current EM term “all-hazard” (see Textbox

" Adapted from the VHA Emergency Management Program Guidebook (2005).
Available at http://www1.va.gov/emshg/page.cfm?pg=114, accessed June 2, 2006.

" «All risks” is qualified as “attack, man-made, and natural, in a federal-state-local
partnership” (NGA. Comprehensive Emergency Management: A Governor's Guide
(1979). U.S. Government Printing Office, Washington, DC: 11). The “risk” categories
correspond to the now common “hazard categories” of “intentional, technological, and
natural.”
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1.1.3.4). Associated with this statement are strategies for the
identification, analysis, and management of common vulnerabilities
across multiple hazards. The organization establishes common
response processes (notification, incident management,
information processing, and many others) that can be used across
the full range of hazard events.

o CEM concepts are applicable across all levels of government and
the private sector.

= CEM has become the cornerstone of professional emergency
management in the United States and even formed the basis
for the organizational structure of the Federal Emergency
Management Agency (FEMA), which was founded in 1979.

®= In the post- 9/11 era, the multiple foci of CEM have been
retained and incorporated within the Department of Homeland
Security, the National Response Plan, and the National Incident
Management System. Participation in the emergency
management process has now been explicitly extended to
citizens’ groups as well.”® It is important to recognize, however,
that Homeland Security, which to date has only been defined
by the U.S. government as focused upon terrorism (see

. . Homeland security
terminology textbox) is not the same as EM (see Textbox

(as currently

1.1.3.5) defined) has a
more narrow
Textbox 1.1.3.4 scope than
emergency
What Does “All-Hazards” Mean? management. This
B . concept is not
The term “all-hazards” denotes a specific strategy for managing always
activities in an emergency management program. Throughout the recognized.

four phases of EM, management structure, processes, and
procedures are developed so they are applicable to every significant
identified hazard. The few remaining interventions that are specific
to individual hazards are layered on top of the basic components as
indicated. For example, the procedures for notifying appropriate
personnel during EOP activation would use the same process
across all hazard types, even though the types of personnel notified
and mobilized may vary by hazard.

® The Citizens Corps (http://www.citizencorps.gov/), Citizens Emergency Response
Team (CERT) (http://training.fema.gov/EMIWeb/CERT/) and many other volunteer
programs have been established to involve citizens in organized emergency response.
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Terminology alert!

Homeland Security: “...a concerted national effort to
prevent terrorist attacks within the United States, reduce
America’s vulnerability to terrorism, and minimize the
damage and recover from attacks that do occur.””’

Textbox 1.1.3.5
Is Homeland Security the Same as Emergency Management?

Because of the terrorist attacks in the United States in 2001, a
Department of Homeland Security (DHS) was created, integrating
22 various Federal agencies, including the Federal Emergency
Management Agency (FEMA). A guiding philosophy for FEMA
since its creation in 1980 was Comprehensive Emergency
Management (CEM), as created by the National Governor's
Association in 1978. CEM is a conceptual framework for emergency
management and consists of four phases that are cyclical:
mitigation, preparedness, response and recovery.

CEM remains unchanged. Homeland security is an agency-related
or industry application of emergency management with a counter-
terrorism focus, such that prevention is an important activity. In
summary, emergency management and homeland security, while
relate