PASSWORD MANAGEMENT

Under the Password Management link you can:

e Change your password
e Set password hints so you can reset your password on the Login screen

e Forgotten password

CHANGE YOUR PASSWORD:

QUICK STEPS

Follow these steps to change your password:
e On the Home tab, click the Password Management link in the Welcome! widget.
e Inthe Reset Password pop up box, complete the three Password fields.
e Click the Change Password button.

You will receive a confirmation message of a successful change.

DETAILED STEPS

1. Inthe Welcome! widget on the Home tab, click the Password Management link.
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2. The Reset Password pop up box appears.

Reset Password (7) Q

You can change your password or set up your ESS password hint security questions.

Set Password Hint

*0ld Password: | |

*Hew Password: | | f

*“Verify Hew Password: | |

Change Password

3. Enter your current Reset Password o &

password in the Old You can change your password or set up your ESS password hint secunty questions.
Password field.

Set Password Hint

*0ld Password: ||.||.|.|.||-|-| |

4. Enter your new

*New Password: ||.||.|.|.||-|-| |

password in the New

“Werify New Password: ||.||.|.|.||.|-| |

Password field.

5. Re-enter your new TGy R

password in the Verify
New Password field.
New Passwords must meet Baltimore County’s requirements.
Passwords must:
e (Contain at least eight characters in length
e Include at least one number (0-9)
e Include at least one upper case character (A-Z)
e Include at least one lower case character (a-z)

e Cannot contain your user id or first or last names

Try to create passwords that can be easily remembered. One way to do this is to create

a password based on a song title, affirmation, or other phrase. For example, the phrase
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might be: "This May Be One Way To Remember" and the password could be:

"TmBi1w2R" or some other variation

Use a “strong” password as defined by Baltimore County.

Characteristics of a strong password are:

Contain both upper and lower case characters (e.g., a-z, A-Z).

Have digits and punctuation characters as well as letters (e.g., O-9,
!@$%()_<>?). Some characters may not be allowed such as /#+= that might be
used within the program for other options.

Are at least eight alphanumeric characters in length.

Are not words in any language, slang, dialect, jargon, etc.

Are not based on personal information, names of family, etc.

Example 1: Using the phrase This May Be One Way To Remember. The password

could be: TmB1w2R! - or - Tmbiw>r~

Example 2: Using the phrase See Spot Run. The password could be: S33spOtRun>

Note: Do not use any of these examples as passwords

To review the policy, go to BCNet, Agencies: Information Technologies, Policies and

Standards (left side of page), Information Security Policies, Password Policy

6. Click the Change Password button.

Reset Password O &3

You can change your password or set up your ESS password hint security questions.

Set Password Hint

*Old Password: ||||||||||- |

*New Password: ||||||||||- |

*Werify New Password: ||||||||.||. |

< Change Password
N

S —
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7. You will receive a confirmation message that your password was successfully
changed.

Reset Password @ (%)

YOUCON i Messages ey etone

i " i"‘
[ ] USER password was su ccessfulw@

NOTE: If the change is not successful, you will receive a message similar to this:

Reset Password @ 9

You can stions.

E Severity Mesz
L

Pazsword change failed. The new password was used
previoushy.

Chan

B .
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SET PASSWORD HINT

This is a new feature in ESS.

You must set up three different security questions and answers in order to be able to reset

your password on the ESS login screen. Once these questions and answers are set up, you

will be able to use the Forgot Password link on the ESS login screen. You can change your

security questions at any time once you have successfully logged in.

QUICK STEPS:
1. Open the Password Maintenance link in the Welcome! widget.
2. Click the Set Password Hint tab in the Reset Password box.
3. Choose 3 security questions.
4. For each one, enter your answer in the Answer field. Answers must be letters and

5.

numbers only. Do not use punctuation or special characters. Answers must be
between 3 and 20 characters long.
Click the Submit button.

Important - You must have provided an email address in the Address Section

of the Home Page for the hints to work.

DETAILED STEPS:

1. Open the Password Maintenance link in the Welcome! widget.
2. Click the Set Password Hint tab in the Reset Password pop up box.

Reset Password 7R

“ou can change your password or set up your ESS password hint secunty guestions.

Set Password Hint

v i
*0ld Password: | |

*Hew Password: | | f

“Verify New Password: | |

Change Password
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3. The Set Password Hint page appears. You must provide answers to three security
guestions.

Reset Password @ €3
- You can change your password or set up your ESS password hint security questions.

Reszet Password »el Password H

*Security |What was your dream job as a child? |
Question

1:

*Answer: | |

*Security
Question
¥

|What iz the name of a college you applied to but didn't attend? |

*Answer: | |

*Security | \What is your favorite sports star? |
Question

3

*Answer: | |

4. You can choose from a variety of questions. Just click the down arrow for each one.

Reset Password @ 3

' You can change your password or set up your ESS password hint security guestions.

| Reset Password Set Password H

*Security

A What was your dream job ag a child?

Question |yypat s the last name of your first boyfriendfgirlfriend?
1 What is the middle name of your oldest child?
sAnswer: |VWhat was your first car?

What is your paternal grandmother's maiden name?
*Security What was your childhoed phone number including area code (e.g. 000-000-0000)7
Question What was the last name of your favorite teacher?

2 What is the first name of the boy or girl that you first kiszed?

*Answer: | |

*Security |wr| at is your favorite sports star? ‘
Question

3=

*Answer: | |
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5. Enter an answer in the Answer field for each question.

Reset Password o &

On this screen, you can reset your ESS password or set up your ESS password hint security guestions.

Reset Password ‘i Iiﬁ"i‘il'll H-

*ANSWer: pm

hild?

“Becurity Question 20 [yat vas pour first car?

what is your paternal grandmather's maiden name?
+answer: | What was your childhood phone number including area code (e.g. 000-000-0000)7
Wwhat waz the last name of your favorite teacher?

*Security Question & wihat ils Erhewfirsltuname of the box ar girl th‘_at you first kigged?

“Answer: I........

Subrmit

To provide additional security after initial entry, answers to security questions will be
displayed as asterisks. You will only be able to see the answers when you are typing them
in for the first time. Answers must be made up of letters and/or numbers only; no
punctuation or special characters. Answers must be between 3 - 20 characters long.

6. Click the Submit button
Reset Password . - 6 @

You can change your password or set up your ESS password hint security guestions.

Reset Password

*Security |What is the middle name of your oldest child? ﬂ|
Question

1

‘Answer: ||||||||| |

*Security |Where were you New “ear's Eve 20007 ﬂ| I
Guestion

2

*Answer: |||.|| |

*Security |What is your oldest sibling's middle name? ﬂ|
Question

x

*Answer: ||||| |
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7. A confirmation notification appears.

elow to view your information or to make updates to your profile information and ‘ No Records Found

i iew and modify your work in progress and track completed work.
{’ Update Emergency Contact [,::Password Management

Completed

0a
f Process Name Chanoe E View Licenses and Certifications Document Hame Status Date Last Modified

Message URL Delete

Message v downloadable forms.

Security Questions saved successfully ription Department Link
FORMS SITE ALL www.bs
CE-COBRA ALL
CE-HIPAA ALL
| DIRECT DEP ALL
I MW 507 ALL

HPFAV - Click on a link below to access your favorite widgets. If you want to modify your favc
./~ AddiModify Favorites

View Leave Balance

Important - You must have provided an email address in the Address Section

of the Home Page for the hints to work. See the Update Address instructions
for help on this topic.
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FORGOTTEN PASSWORD — LOG IN SCREEN

QUICK STEPS
1. Select the Forgot your password? link on the ESS log in screen
2. Verify your user id.
3. Answer one of your security questions.
4. A temporary password is sent to the e-mail account you provided in the Update
Address section of ESS.

5. Use the temporary password to log in and then create a new password.

NOTE: If the security question is answered incorrectly, the next question will be chosen
randomly and you will again be prompted for an answer. Should you fail to answer all
three security questions, the account will be locked. You will need to contact your security

administrator to reset your password.

DETAILED STEPS
If you have forgotten your password and cannot log into the ESS application, you can
request a temporary replacement.

1. Select the Forgot your password? link on the ESS log in screen.

2. Enter your User Name to verify your user id.

Reset Password

()
L% Reset Password

Please verify your user id, by entering it in the box below.

Verify User Name;
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3. You will then be prompted to answer one of your security questions.

Reset Password

5

%" Reset Password

In order to have a new password sent to your email, please
answer the security question below.

Security Question : YWhat is the last name of your first
boyfriend/girlfriend?

*Answer:

4. If the question is answered correctly, you will be emailed a temporary password.
The email will be sent to the address that was specified on the Update Address
window.

5. Once you receive the email, use the temporary password to log in. You will then
be prompted to enter a new password.

User Hame:

Qld Password:

Hew Password: |“unu

Confirm Password: |"-"---|

[ Login H Reset ‘

‘our password has expired.

Press CTRL+D to bookmark AMS ADWVANTAGE ESS

NOTE: If the security question is answered incorrectly, the next question will be chosen
randomly and you will again be prompted for an answer. Should you fail to answer all
three security questions, the account will be locked. You will need to contact your security
administrator to reset your password.
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